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MicroSmart is a Private Limited Company (Ltd.), established
in February 2018, specializing in competency-based training
for individuals, capacity building for organizations, and the
provision of IT and business solutions. The company
operates with a stronqg focus on customer excellence and
empowering entrepreneurship and business development.

Training Program 202k

THIS PROGRAM IS DESIGNED FOR THOSE WITH
AMBITION, COMMITMENT, AND A DRIVE TO SHAPE
THEIR FUTURE

MicroSmart Core Values:

turn ideas into action and
challenges into opportunities.

Passion fuels our drive, inspires
our creativity.

—

act with honesty, openness, and
impartiality.

Our business is an open book, with
every page reflecting transparency
and credibility
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Gaza - Omar Al-Mukhtar Street - Click here to contact Click here to visit

opposite Gaza Municipality Park - : g
Gardens Building - Sixth Floor us via WhatsApp our website



https://wa.me/972597010963
https://www.microsmart.net/en

Integrated training milestones to |
build your competence in Applied MicroSmart
Cybersecurity & SOC Operations. .

Course Modules;

Module 1:

Foundations & Lab Setup (b Hours)
o Cybersecurity fundamentals and threat landscape.
o Lab environment setup (virtual machines, tools).
o Basic Linux and networking for securitu.

Module £:
Networking & Traffic Analysis (H Hours)
« TCP/IP. DNS, HTTP/S fundamentals.
« Packet analysis using traffic capture tools.

Incident
Response

o Detecting suspicious network behavior.

Module 3:

Operating Systems Security (3 Hours)
e Windows and Linux security fundamentals.
« System logs and event analysis.
« Basic system hardening practices.

Module 4:
Cyber Threats & Attack Techniques (10 Hours)
« Malware, phishing, brute-force, and DoS attacks.

« MITRE ATT&CHK framework. Threat
« Mapping real attachks to adversary techniques. Detection
Module 5:

SOC Operations & SIEM (12 Hours)
o SOC structure, roles, and workflows.
o SIEM concepts and alert lifecycle.
« Log ingestion, detection rules, and investigations.
e Incident documentation and reporting.

Module E:

Incident Response & Digital Forensics (B Hours)
« Incident response lifecycle. VUlnerqbilit
« Evidence collection and analysis. Assessmen

« Timeline reconstruction and reporting.

Module T:

Capstone Project — SOC Simulation (12 Hours)
o End-to-end SOC simulation.
o Attack detection, investigation, and response.
« Final technical report and presentation.

Comgliance

The best time to start is always now-




Training Approach:

Competency-based, project-based,

hands-on.

The course adopts a hybrid

methodology, combining:

Every session includes
practical labs and
exercises.

. Competency-Based
Training: Each module is
mapped to measurable

cybersecurity skills.

« Project-Based Learning: A

capstone project simulates
real SOC operations from
attack detection to
incident reporting.
This approach ensures
participants acquire applied
skills, not just theoretical

understanding.

The course is

Primary Target Group:

« Hands-on Based Learning:

MicroSmart

Meet the Trainer

HAZEM EL BAZ

Accredited By MicroSmart

Assistant Professor Candidate
— Cyber Security | LLM &
Anomaly Detection Expert |
Building AI-Driven SOC
Automation Solutions

PhD Computer and Network
Security.
Master, Computer and
Network Security -
Cryptography

For more details, click here

designed for:

« University students specializing in Cybersecurity, Computer

Science, or Information Technology.

« Fresh graduates seeking practical cybersecurity experience.

Secondary Target Group:
o IT

cybersecurity.

and Networl

professionals

transitioning into

« Individuals interested in starting a career in cybersecurity

operations.

Prerequisites:

« Basic knowledge of networking and operating systems.

« No prior SOC experience required.

A future where creativity knows no limits, as technology empowers
everyone with the streneth toals. It's about enabling individuals to
shape their surroundings.



https://www.linkedin.com/in/hazem-elbaz/
https://www.linkedin.com/school/2857404/
https://www.linkedin.com/school/2857404/

Training hours:
A total of (B5) training hours, (H) hours per
session, over (1B) training sessions.

MicroSmart

Training Cost:

« Option 1. In-House Training (Face-to-Facel includes (B5) training
hours held in a physical training hall, at a fee of (3B5$). This covers
refreshments, venue costs, and other operational expenses

« Option 2: Blended Training includes (H0) hours of in-house training
and (25) hours of online training, at a fee of (2B0%$).

« Option 3: Online Training includes (B5) hours of fully online training.
at a fee of (155%).

Training Time and Location:
Time: Training sessions are scheduled based on the preferences of
the trainees to ensure maximum engagement and benefit.

Place: The training venue is selected to best suit the geographical
distribution of the trainees, aiming to accommodate the largest
possible number based on their place of residence.

s  The priority will be given to early SEATS
applicants. LIMITED

I

Register now easily
from here

Test & Performance Assessment:
The trainer's observations of each trainee’s performance and
engagement with practical activities are taken into account.

. Practical lab performance.

. Scenario-based assessments.

. Incident investigation reports.

. Final capstone project presentation

. The trainee’s commitment to attendance (based on the

required percentagel, active participation, and timely
submission of assignments and the final project will impact the
final evaluation.

g \

Ready For thg Competition? N
/////\%\\\Beneflits and PFivi/Iegeg: \\\\

1. The trainee will be awarded a MicroSmart-certified certificate
with a QR code for verification, indicating the final performance
level (Excellent, Very Good, Good, Acceptable), based on
commitment, participation, project quality, and assessments.
= The top two trainees will be rewarded for their excellence:
The first-place trainee will receive a full (100%) refund of the course
fee, while the second-place trainee will receive a partial refund of
(50%).
=3 Outstanding trainees may be selected for paid freelance tasks
with MicroSmart or be invited to join the team if relevant
opportunities arise.
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Click the icon to preview the certificate you w
receive upon completion.
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Expected Training Outcomes
(Competency-Based):

MicroSmart

WE DON'T JUST TRAIN, WE LNLOCHK YOUR POTENTIAL AND TURN
IT INTO REAL=-WORLD SUCCESS

knowledge Level:
Participants will be able to:
1.Understand cybersecurity fundamentals, modern threats, and lagyered defense
concepts.
£.linow the structure and roles of a Security Operations Center (SOC) and the
incident management lifecycle.
3.Be familiar with essential cgbersecuri‘i:\g tools such as SIEM systems, intrusion
detection/prevention systems (IQ/IPS), and packet analysis tools.
4.Understand the MITRE ATT&Ck framework and common attack techniques (e.g..
phishing, malware, DoS attacks).
5.llnow networking and operating system security fundamentals (Windows/Linux) for
investigative purposes.
bB.Understand digital forensics principles and proper legal methods of evidence
collection.

Skill Level:

Participants will be able to:
1- Analyze Network Traffic:
o Use tools such as Wireshark to analyze packets and identify suspicious activities.
£- Monitor Logs and Alerts:
« Configure and use SIEM tools (e.g., Splunk, Elastic Stack) to monitor logs and create
detection rules.
3- Investigate Security Incidents:
e Analyze alerts, trace attacker activity, and determine the scope and severity of
incidents.
H- Respond to Common Attacks:
o Apply initial response procedures for phishing, malware, and DDoS attacks.
G- Document and Report:
» Prepare clear and detailed incident reports, including response steps and
recommendations.
bB- Simulate Full SOC Operations:
« Execute a practical project simulating a real SOC environment from detection to
reporting.

Attitude & Behavior Level:
Participants will be able to:
1- Adhere to Professional Ethics and Integrity:
« Handle data and systems with confidentiality and responsibility during
investigations.
g2- Work in a Team and Communicate Effectively:
o Communicate clearly with security teams and management during incident
response.
3- Apply Critical and Analytical Thinking:
« Analyze complex scenarios and make data-driven decisions quickly.
H- Commit to Continuous Learning:
» kheep up with emerging threats and new technologies in cybersecurituy.
5- Remain Calm Under Pressure:
« Manage security incidents in an organized and calm manner, even in critical
situations.
bB- Take Responsibility and Be Transparent:
« Report errors, learn from them, and improve security processes.
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,:,f MicroSmart’s mission is to consistently
create meaningful opportunities for

Regist il
ezister DoUESall those who truly deserve them

from here
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